ABSTRACT Generalized chaos systems have more complex dynamic behavior than conventional chaos systems. If a generalized response system can be synchronized with a conventional drive system, the flexible control parameters and unpredictable synchronization state will increase significantly. The study first constructs a four-dimensional nonlinear dynamic equation with quadratic variables as a drive system. The numerical simulation and analyses of the Lyapunov exponent show that it is also a chaotic system. Based on the generalized chaos synchronization (GCS) theory, a four-dimensional diffeomorphism function is designed, and the corresponding GCS response system is generated. Simultaneously, the structural and synchronous circuits of information interaction and control are constructed with Multisim TM software, with the circuit simulation resulting in a good agreement with the numerical calculations. In order to verify the practical effect of generalized synchronization, an RGB digital image secure communication scheme is proposed. We confuse a 24-bit true color image with the designed GCS system, extend the original image to 48-bits, analyze the scheme security from keyspace, key sensitivity and non-symmetric identity authentication, classical types of attacks, and statistical average from the histogram, image correlation. The research results show that this GCS system is simple and feasible, and the encryption algorithm is closely related to the confidential information, which can resist the differential attack. The scheme is suitable to be applied in network images or other multimedia safe communications.
I. INTRODUCTION
Chaos has complex dynamic behavior generated by determined nonlinear systems but is similar to statistic processes. Since Pecora and Carrol discovered that confused chaos signals could be synchronized [1] , chaos synchronization is widely used in various fields, such as weather prediction [2] , neuromedicine [3] , [4] , electronic commerce [5] , industrial auto engineering [6] - [8] , wireless communication [9] , [10] , information processing [11] and so on. The specific properties of sensitivity to parameters and long-term unpredictability are also very convenient for the application of secure communication. The study of construction chaos-based secret communication systems has rapidly developed [12] - [14] .
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In recent years, several schemes based on generalized synchronization systems have been proposed, including pulse coupled synchronization [15] , bidirectional generalized synchronization [16] , generalized projective synchronization [17] , fluctuating synchronization [18] , memristor-based hyperchaotic synchronization [19] and phase synchronization [20] . They synthesize fractional order [21] , [22] , variable delay [23] , [24] , complex scaling function [25] and other mathematical theories [26] . These algorithms have relatively high complexity and focus on some exponents, logarithms, piecewise functions, absolute value operation, symbol or character operation, trigonometric functions and so on. Many of them are limited to computer simulation and restricted in terms of circuit physical realizable parameters. Some chaotic circuit design and simulation have also been reported [27] - [29] , which provide an excellent method and reference for the practical application of chaos synchronization.
In the early stage, the image scrambling technique replaced the position space of the image. For the digitized image, the scrambling process can not only be carried out in the spatial domain (color space, position space) of the digital image, but also in the frequency domain of the digital image. Researchers have recently put chaos, a long-term unpredictable chaotic sequence in digital images, to confuse or spread spectrum, position or hue with related algorithms. Representative methods such as: based on one-time keys, bit-level permutation, DNA rule [30] - [32] etc, and provide a more complete statistical calculation and security analysis, in the digital image encryption plays a leading role in the chaos security communication.
In this study a novel eight-dimensional (8D) generalized chaos synchronization (GCS) system is proposed. This GCS system is implemented in Multisim TM circuit software and its results are consistent with the numerical calculation results. To verify the validity of generalized synchronization, this GCS system is applied to digital image encryption. Because of the complexity and irreversibility of the generalized homeomorphism function, the image encryption and decryption have asymmetric performance and are extremely sensitive to key parameters. The key space can reach 1,249 bits.
The following is the contribution and novelty of this paper compared with the existing literatures:
(1) A four-dimensional generalized synchronization homeomorphic function is constructed and an 8-dimensional generalized chaotic synchronization system is designed according to the generalized synchronization theory.
(2) The nonlinear dynamic characteristics of the driving system and the response system in the GCS system are analyzed respectively. They satisfy the criteria of the proposed new chaotic system [35] .
(3) Using circuit simulation software to build the GCS system. The circuit is simple and can be expanded and adjusted flexibly. The synchronization and correctness of the model design can be verified by the circuit.
(4) The GCS system is used for the secure communication of digital images. Due to the complex functional relationship between the drive system and the response system, asymmetric encryption can be achieved by using the different keys and sequences owned by both sides of the communication, and the data verification function can also be achieved.
(5) The digital image encryption scheme converts 8-bit (RGB is 24-bit) original image P into 16-bit (RGB is 48-bit) ciphertext image Q. The algorithm provides the image space from 0-255 to 0-655355. The large-space image bits can achieve completely lossless image restoration.
(6) This digital image encryption scheme is not limited to the size, gray level and capacity of the image, and can resist ciphertext only attack, known plaintext attack, chosen plaintext attack and chosen ciphertext attack.
(7) In the digital image encryption scheme, the initial condition of the GCS system is generated by the encrypted image.
Any 1 bit change of pixel in the original image will cause completely different encryption results, which can resist the difference attack and ensure the integrity of the ciphertext image.
In this paper, an asymmetric digital image encryption scheme is constructed by the generalized chaos synchronization theory, and the feasibility and correctness of the synchronous design are verified by a simple circuit. This work is organized as follows. Section 2 constructs a four-dimensional (4D) nonlinear system, analyzes the chaotic properties and compares the numerical calculation and circuit design. Section 3 describes the theorem and definition of GCS by a mathematical method, as well as the new 8D GCS system. In Section 4, the integral GCS system circuit schematic diagram is established, and shows all synchronization results. An encryption scheme of a digital image based on GCS are proposed in Section 5, including its security analysis. Finally, the conclusions are drawn in Section 6.
II. CONSTRUCTION OF 4D NONLINEAR SYSTEM
In this section, a 4D nonlinear chaotic system is designed and its numerical simulation is presented. The corresponding nonlinear characteristics are discussed.
A. MODEL OF 4D CHAOTIC SYSTEM
We construct a new 4D nonlinear system, which is described as
where x 1 , x 2 , x 3 , x 4 are the state variables and α 1 , β 1 , γ 1 , δ 1 , ε 1 , ζ 1 , η 1 , µ 1 , σ 1 are real constants. We assume parameters of α 1 = −12,
Eq. (2) is an autonomous dynamical formula with quadratic terms x i x j (i, j = 1, 2, 3, 4) that set the initial state variables (x 10 , x 20 , x 30 , x 40 ) = (0.15,0.2,1.5,0.1). The state variables trajectories of system (2) are shown in Figure 1 . It displays obvious chaotic attractors profile.
The dynamic equation of system (2) can be analyzed by the following quantitative methods:
(1) Lyapunov exponent. LE 2 ≈ 0, LE 3 < 0 and LE 4 < 0, so the nature of Lyapunov exponents of system (2) is (+, 0, −, −), it proves the existence of the chaotic system in practice [33] . Figure 2 shows the curve of Lyapunov exponent with time t and the variable γ 1 . (2) Sum of Lyapunov exponents. Moreover, the sum of Lyapunov exponents is:
1.0302 + 0.0004 − 0.9347 − 16.8460 = −16.7501 < 0 The Lyapunov exponent describes qualitatively the average divergence or convergence of adjacent orbits in a long-period system motion. A sum of Lyapunov exponents less than zero means the degree of convergence of orbits. (3) Lyapunov fractal dimension. Fractal dimension calculations are another method to describe the characteristics of chaotic signals by fractal theory. The Lyapunov fractal dimension of system (2) is:
The D L value is a non-integer, it indicates that the strange attractor has the characteristic of self-similar structure, that is, the local and global existence of some similarity. (4 This means that when t → ∞, every small volume element V containing the orbit of the system shrinks to zero at an exponential rate α 1 + δ 1 + ζ 1 + µ 1 . All the system orbits will eventually be confined to a limit subset with zero volume and its progressive motion will be fixed to an attractor, which shows the existence of the attractor with system (2). (5) Poincare map. The Poincare map is the study of closed trajectory is periodic motion stability and bifurcation of the geometric method. The Poincare cross section of a continuous system can represent the topological properties of the system's phase trajectory. When the system responds to chaotic motion, the Poincare cross section may present a scatter diagram of dispersive accumulation or a complex figure similar to a cloud diagram. Figure 3 shows the x 2 − x 3 profile Poincare map of the system (2) (where x 1 = 0) listing signs of complex folding. (6) Bifurcation diagram. The bifurcation phenomenon is the qualitative change of stable state caused by the parameter value of describing the dynamic system crossing the critical value (bifurcation value) [36] . The following is the parameter µ 1 as the variable of bifurcation analysis. The dissipation and convergence of system (2) is changed: So if µ 1 < 16, ∇V < 0. Figure 4 shows the bifurcation diagram of variable x 1 varying with parameter µ 1 , It can be seen that the dynamic characteristics of the system (2) change with the change of system parameters. [37] - [39] From Figure 4 and Figure5, we can find: (2) is cycle state, variables trajectories are limit cycle. Figure 6 and Figure 7 are their state variables trajectories and waveforms with µ 1 = −3. (2) is constrict to an equilibrium point, After a period of time, the variable waveform into a straight line. Figure 8 and Figure 9 are their state variables trajectories and waveforms with µ 1 = −0.22. (2) is in an unstable state, that is chaos state. Figure 10 and Figure 11 are their state variables trajectories and waveforms with µ 1 = −0.75. Actually, Figure 10 is the same as Figure 1 . (7) Equilibrium points. The Jacobian matrix of the 4-dimensional system (2) is: Figure 5 shows the bifurcation diagram of system (2) for
Let the right side of equation (2) be zero, then the system has 5 equilibrium points, they are listed as Table 1 .
From Table 1 , there are positive real numbers in the above eigenvalues. According to Routh-Hurwitz stability criterion, system (2) has unstable saddle points and the possibility of chaos.
B. CIRCUIT SIMULATION OF 4D CHAOTIC SYSTEM
To verify the practical applicability of system (2), we put to use Multisim TM software to simulate and observe their waveforms. 
TABLE 1. Equilibrium points and eigenvalues of system (2).
In this circuit design, the operational amplifiers are selected with wide bandwidth quad JFET input operational amplifiers (LF347), with a power supply voltage of ±5-18 V. The conversion rate is 13 V and the output voltage is ±13.5 V.
From Figure 1 , the values of the variables (x 1 , x 2 , x 3 , x 4 ) are all exceeded the voltage range ±13.5 V of LF347, so the variables (x 1 , x 2 , x 3 , x 4 ) must be reduced by a multiple. In this study, we reduce it by five times. VOLUME 7, 2019 FIGURE 12. Circuit structure diagram corresponding to system (2). Let X 1 = 5x 1 , X 2 = 5x 2 , X 3 = 5x 3 , X 4 = 5x 4 , so Eq. (2) is changed as:
For consistency in the use of variables, the variables X i (i = 1, 2, 3, 4) are adjusted back to x i (i = 1, 2, 3, 4).
The circuit schematic of system (4) (equal to the chaotic system (2)) is given in Figure 12 . Components such as resistors and capacitors, are also indicated in the diagram.
Circuit simulation results with Multisim TM software are displayed in Figure 13 . Comparing between the circuit simulation and the numerical simulation with Figure 1 , they have very a similar trajectory and appearance.
III. CONSTRUCTION OF GENERALIZED CHAOS SYNCHRONIZATION SYSTEM
A. GCS THEOREM First, let us remember the GCS theorem to be used for constructing chaotic source generators.
Definition: Let systemṡ
where
The two systems are said to be in GCS with respect to a transformation (5) and (6) with initial conditions (X(0),Y(0)) ∈ B has the property: (5) and (6) are in GCS via transformation Y(t) = H (X m (t)), then the function G(Y(t), X m (t)) in Eq. (6) takes the following form:
and the function q(
T guarantees the zero solution of the error equatioṅ
is asymptotically stable. 
and select
The inverse V of H : R 4 → R 4 has the form 
Supposing Eq. (2) acts as the drive part of synchronization, it is called drive system, According to GCS theorem, the response system can be expressed as the function G(Y, X m ) and takes the following form: Figure 14 shows the response system state variable (y 1 , y 2 , y 3 , y 4 ) trajectories. From the visual point of view, the response system G(Y, X m ) also has obvious chaotic attractors.
The whole GCS system is: (20) is (+, 0, −, −, −, −, −, −), it proves the existence of the chaotic system in practice [33] .
Similarly, we can reanalyze the nonlinear equation of the new GCS system (20):
(1) Sum of Lyapunov exponent:
(2) Lyapunov fractal dimension: 
Accordingly, the Lyapunov exponents curve, Poincare map, bifurcation diagram of system (20) are shown in figure 15-17 . 
IV. GCS SYSTEM PERFORMANCE AND CIRCUIT DESIGN
Because the GCS system (20) is composed of the drive system (2) and the response system (19) , it is a new 8D chaotic system, with the combined trajectories of X m (m = 1, 2, 3, 4) and V i (Y )(i = 1, 2, 3, 4) variables shown in Figure 18 . We found that they also have obvious chaotic attractors. 1, 2, 3, 4) .
B. GCS SYSTEM CIRCUIT REALIZATION
From Figure 14 , the values of variables (y 1 , y 2 , y 3 , y 4 ) all exceed the voltage range ±13.5 V of LF347, so the variables (y 1 , y 2 , y 3 , y 4 ) must be reduced by multiple. In this study, we reduce it by ten times. 4 , while still keeping X 1 = 5x 1 , X 2 = 5x 2 , X 3 = 5x 3 , X 4 = 5x 4 , so Eq. (19) is changed to:
For consistency in the use of variables, the variables X i , Y j (i, j = 1, 2, 3, 4) are adjusted back to x i , y j (i, j = 1, 2, 3, 4), respectively. In the design of the GCS circuit, we use the following modified equation:
VOLUME 7, 2019 Figure 23 is the general circuit diagram of GCS with system (22) , it has three parts:
(1) Drive system (in the left with blue frame);
(2) Response system (in the right with green frame); (3) GCS system (in the bottom with magenta frame). Now, we decompose the circuit structure of each system one by one.
(1) Drive system, the circuit structure is the same as Figure 12 , with the circuit simulation result with Multisim TM software displayed in Figure 13 . 
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C. GCS SYSTEM CIRCUIT SIMULATION RESULTS
For the above design of GCS circuits, we obtain the following waveform locus:
(1) Drive system locus, the trajectories (x 1 , x 2 ), (x 1 , x 3 ), (x 2 , x 3 ) and (x 3 , x 4 ) from Multisim TM circuit are shown in Figure 32 , we find it is very similar to the numerical simulation result in Figure 1 , and the same as the circuit simulation result in Figure 13 . 
FIGURE 29. GCS circuit 2 (X 2 _V 2 ).
combination between drive system and response system, which variables are (x 3 , y 1 ) and (x 2 , y 3 ) with Multisim TM circuit software. We find they are very similar to the numerical simulation results in piecewise linearity and trigonometric functions, et al. The circuit design is very simple and easy to adjust [35] . The results of the circuit simulation show that the synchronization scheme designed in this study is compact and feasible.
V. ENCRYPTION OF DIGITAL IMAGE BASED ON GCS
A. DIGITAL IMAGE SECURE SCHEME Now let us describe the secure image communication scheme based on GCS system (to see Figure 35 ), for the case the image to be encrypted is a 24-bit RGB image, and this is suitable for any format image file. First, we define the key set of the scheme as follows:
• where k 1 ∼ k 8 are the initial conditions of X(0) and Y(0), which are set in Eq. (22); • k 9 ∼ k 17 are the parameters of drive system of Eq. (1), they correspond to the parameters α 1 ,
• k 18 ∼ k 25 are the parameters of a diffeomorphism function H : R 4 → R 4 , which is listed in Eq. (14), they correspond to the parameters α 2 , β 2 , γ 2 , δ 2 , ε 2 , ζ 2 , η 2 , µ 2 , respectively;
• Sender A owns all the keys K e and GCS system (22) , including private keys;
• Receiver B only owns drive system (1), and a part of
, which is public key. If sender A wants to transmit a secret image P to receiver B, they must consult a prior protocol before the remote transmission taken place, and agree on the following items. Denote the image P size is m rows and n columns, RGB 3-color intensity levels are P R , P G , P B , respectively. The scheme is described as follows.
Step Since this initial value is calculated from original image, even if one bit change happened in only one color channel of one pixel, 5 elements of initial value vector will different. For the generalized chaos synchronization system in this research, which is sensitive for initial value, this change is strong enough to generating totally different 8D chaotic stream. The preliminary processing of initial value is to prepare for the resistance of future ciphertext to differential attack [43] , because any change or disturbance of pixel value may cause greater confusion (similar to avalanche effect).
Step 2:A and B agree on the 4D chaotic system (drive system) and use the same initial value. The L should be several times more than the number of the all pixels of the image, denoted as L >> m × n. Then, A acquire the same matrix with L rows and eight columns as W . In this asymmetric encryption scheme, we don't select all the response system sequences y j (j = 1, 2, 3, 4), but only chose one y 1 as the asymmetric encryption variable. So the matrix W can be obtained by combining x i (i = 1, 2, 3, 4) with y 1 . VOLUME 7, 2019 FIGURE 35. Asymmetric encryption scheme of digital image based on GCS system.
Step 3:Selecting a stream with the length equal to the number of all pixels of the image in the L rows and one column isometric in the W . Reshaping the stream to m × n matrix and sorting the matrix with size and record the index. = C
Step 7:Sender A rearranges the intensity matrices P R , P G , P B to three matrices. Then, use the matrices {S 1 , S 2 , . . . , S 8 } to diffuse the intensity of the three color planes-red, green and blue.
Step 8:Then, sender A transforms these array data into a 48-bit RGB ciphertext image:
Step 9:Sender A transmits the diffused initial condition
the ciphertext C and a verification tag σ = y 4 + C to receiver B; Step 10: Receiver B uses the same 4D initial condition X(0) keys to figure out the system (2), and obtains the 4 drive system trajectories;
Step 11: Because receiver B only has a part of synchronization function V (Y ), which is public key of this encryption scheme, and V B (Y ) = (V 1 , V 2 ), and from Eq. (17), receiver B can calculate the following equation:
Receiver B has the system (2), so (y 1 , y 4 ) serials can be obtained.
Step 12: Receiver B calculates the data verification tag = σ − y 4 . If = C, then B stops decrypting, otherwise goes to step 13;
Step 13: Receiver B uses the inverse procedures of the steps 3 and step 2 to decrypt the ciphertext image, and obtains the plaintext image P.
B. EXPERIMENTAL RESULTS AND DISCUSSIONS
Sender A selects a flower image, shown in Figure 36(a) , as the secret image P, which is a 24-bit RGB image with 225×300 pixels. Decomposing RGB color panels P R , P G , P B , and mixing the 8D GCS system serials enough, the 24-bit original image P is transformed to a new serial, which can be reshaped with a 48-bit color image Q. High bit encode image Q can display normally in Figure 36(b) , it appears to be very confused, as if it has been treated by a shredder, and it looks like a signal completely masked by white Gaussian noise.
Sender A transmits cipher image Q to receiver B in an insecure communication channel. Because this scheme involved 25 keys, if all the decode keys are correct, the image Q can be recovered accurately and have no any pixel error, decrypted result can be show with Figure 36(c) , otherwise the attacker cannot decrypt and recover original image P with any tiny key offset. Figures. 36(d)-(i) show the 10 −15 offset with key {x 2 (0), y 3 (0), β 1 , η 1 , γ 2 , µ 2 }, they are all indistinguishable. If there is any variation in the course of transmission, receiver B can find the disaccord by the data original authentication.
In fact, this encryption scheme can achieve ideal encryption and decryption effects for any image format, size, color or grayscale image. Figure 37 shows encryption results for different image sizes and grayscale types.
C. SECURITY ANALYSIS
In the following subsections, key space and sensitivity analysis, statistical analysis, correlation between pixels, and nonsymmetrical are given. The results show that our scheme has satisfactory security.
Key sensitivity.This digital image encryption scheme is very sensitive to perturbation of all 25 keys K e , this is mainly due to the use of GCS 8D chaotic sequences. Table 2 only shows that decrypted images Q are very sensitive to perturbations of keys k 2 , k 7 , k 10 , k 15 , k 20 , k 25 . That is to say, if we use K e encrypt the original image P, decrypt with k e + i (i = 1, 2, · · · , 25), and the offset = 10 −15 , the result of decryption image Q is indistinguishable. Pixel value error is fairly bigger. The percent of pixel error between P and Q is over 99%. Similarly, if the encryption key has any minor deviation, using the correct decryption key K e cannot restore the image at all. We can forecast that any attempt to use slightly modified keys to decrypt the encrypted images Q completely fails. Accordingly, we can see a more intuitive key sensitivity results from Figure 36 .
Key space. The keys used in the scheme are double precision numbers. There are 25 keys altogether defined as Eq. (23). The sensitivity of the keys is mean 10 −15 . For the reason that guarantees to generate chaotic orbits, and the effective bits of K e , consequently the size of the key space is 10 (15×25) = 10 375 > 2 1249 . This is a very large key space [40] , even with a powerful attack is also astronomical big data and the time complexity is tremendous. Information entropy distribution.Information entropy is an important index to measure data confusion. For images, suppose x(i, j) is the intensity value of pixel at (i, j) position, then according to the basic principle of information theory, the expression of image information entropy is:
where p(x(i, j)) represents the statistical probability of occurrence of x(i, j) intensity value.
For an 8-bit RGB image, the maximum entropy of pixel information should be 8. In Table 3 , we can see that the information entropy of the original image P is close to 8. For the encrypted ciphertext image, because the encryption scheme is to extend it to 16 bits, it can be seen from Table 3 that the information entropy of the ciphertext image Q is close to the ideal data 16. The closer the information entropy is to the ideal data, the higher the degree of information chaos is, and the more difficult it is to crack.
Resist chosen plaintext attack:In cryptanalysis, it is generally divided into Ciphertext Only Attack, Known Plaintext Attack, Chosen Plaintext Attack and Chosen Ciphertext Attack according to the information mastered by the analyzer. 1) Ciphertext Only Attack means that the cryptographer only knows the ciphertext and nothing else. This kind of analysis is the most difficult, and exhaustive method will be taken into account in the conventional calculation. 2) Known Plaintext Attack refers to a cryptographic analyst who not only knows the ciphertext, but also knows the plaintext, and use the known plaintext and ciphertext to deduce the encryption algorithm and key. 3) Chosen Plaintext Attack means that the cryptanalyst can not only obtain plain-ciphertext pairs, but also select these plain-ciphertext pairs, so as to select plain-ciphertext pairs with more features to facilitate the analysis of passwords. 4) Chosen Ciphertext Attack is the crypto analyzer randomly collects a certain number of ciphertexts in advance, and then decrypts them through the attacked encryption algorithm. It is the least difficult to get the decrypted plaintext through the unknown key. It is rarely used in cryptanalysis.
The strength of the above four types of attacks increases in order. If a cryptosystem can resist the Chosen Plaintext Attack, it can certainly resist the Ciphertext Only and the Known Plaintext Attack [41] .
In today's cryptography, the order of success crack is: (a) obtain some information in the original plaintext.
(b) get the all original plaintext. (c) gain the whole keys to decryption. 1) In Chosen Plaintext Attack, it is hard to imagine that an attacker could choose any information and require the encryption system to encrypt it. However, in our asymmetric cryptography scheme, this is a very realistic model. Because the key which is a part of synchronization function V (Y ) is public, so that an attacker can use it directly to encrypt arbitrary information, supposing plaintext is P s , and ciphertext is C s .
2) The rest of generalized synchronization function is regarded as private keys. The attacker wants to decrypt this secret information C s is impossible, he cannot pass the data verification result , also he can't correctly speculate on the expressions of homeomorphism functions H .
3) The ultimate goal of the Chosen Plaintext Attack is to gain the whole keys to decryption. The attacker can't achieve homeomorphism functions H , he is also impossible to know the number and range of private keys. 4) Although attacker owns plain-ciphertext pairs P s and C s , but decryption processing must use chaos serials. In our image encryption scheme, the chaos serials are selected by sender A randomly. Chaos to key sensitivity can reach 10 −15 , even if the homeomorphic function expression involved in decryption is deduced, the real value of the chaotic keys are rather difficult to guess, because any small deviation will make the decryption completely fail.
In conclusion, the encryption scheme of this paper can resist the Chosen Plaintext Attack.
Nonsymmetry analysis:In this scheme, sender A has the GCS systems (5) and (6), receiver B holds only the system (5) and has a part of encrypt key group 25 }, that is to say, A and B share a symmetric key of system (5), they can be thought as public keys, but receiver B only knows a part of the generalized synchronization function V , it is also regarded as public key, the rest of generalized synchronization function V is regarded as private keys. If an illegal attacker wants to decrypt a secret information, he cannot pass the verification result = C in step 12, also he can't correctly speculate on the expressions of homeomorphism functions H , which may increase the security of the scheme.
D. STATISTICAL ANALYSIS
Histogram analysis. In general, histograms are used to compare the statistical properties of original image P and encrypted images Q, the results of RGB color planes are shown in Figure 38 . The first row is original image P which grayscales are 8-bit, so their abscissa are in the . The intensity level of ordinates display that the histograms of the cipher images Q are changed much uniform and are significantly different from those of the plain image P, this also shows that the digital image encryption scheme based on GCS system has considerable confusion. Correlation between pixels. The correlation between pixels with original image P and encrypted image Q are analyzed [42] . Let M be the true color image with m × n pixels, and the intensity value of the pixel point at the position of (i, j) is x(i, j), and the pixel intensity value y(i, j) compared with it, then the average intensity of the pixel are:
Variances of pixels are:
The covariance between pixels is:
Correlation coefficients between pixels is: The first row in Figure 39 is the RGB pixel vertical correlation of original image P (Figure 36 ), the correlation coefficients arer R = 0.9637, r G = 0.9679, r B = 0.9740, respectively. They are very close to the value of 1, meaning that the pixel to pixel correlation is better! The second row in Figure 39 is the RGB pixel vertical correlation of encrypted image Q (Figure 36) , the correlation coefficients are r R = 0.0086, r G = 0.0041, r B = 0.0084, respectively. They are very close to the value of 0, indicating that the correlation between pixels is very loose and disorder.
Similarly, Figure 40 and Figure 41 are comparisons of the horizontal and diagonal correlation between the original image P and the encrypted image Q in Figure 36 .
In Table 4 , we have listed the correlation comparison of image P pixels of different sizes and colors in Figure 37 , and find that the correlation of ciphertext Q after encryption is close to 0.
E. DIFFERENTIAL ATTACK [43] Sometimes, in order to prevent cracker obtain any meaningful information by attack, such as changing only one color inten-VOLUME 7, 2019 sity of one pixel and comparing the transformation of ciphertext images Q and Q '' form original image P and changed image P '' , we need to analyze the number of pixels change rate (NPCR) and unified average changing intensity (UACI) of Q and Q '' in our algorithm. The definition of NPCR and UACI are:
where M is the number of rows, N is number of columns, (i, j) is the location of image, c 1 is the ciphertext image Q generated from original image P, c 2 is the ciphertext image Q '' generated from changed image P '' , n is image bits (in this research, original images are 8-bit and ciphertext images The expected value of NPCR and UACI are:
UACI E = 1 2 2n
Choosing original image P, changing 50 th row and 50 th column pixel red intensity 1-bit to get P '' , then encrypting to obtain cipher image Q and Q '' , respectively. Table 5 lists the attack results of NPCR and UACI with the cipher image Q and Q '' . For this research, the ciphertext images are 16-bit, so ideal values of NPCR and UACI are:
The above analysis shows that the asymmetric image encryption scheme based on GCS has powerful scrambling and confusion functions and can resist differential attacks.
VI. CONCLUSION
In this study, an eight-dimensional generalized chaotic synchronization system is constructed, it has a simple structure and convenient circuit design. The numerical calculation and circuit simulation are compared and analyzed, with the results showing the physical realizability of the design method. The chaotic sequences are applied to secure communication of digital images. Because the homomorphism function H of generalized synchronization performance is not easy to be inferred, there is a certain functional relationship between the response system and the drive system, drive system and response systems have inconsistent structural settings, which provides a good design mechanism for asymmetric encryption. The scheme has a data origin authentication function and large key space, similar to a one-time pad. The sensitivity of the keys and the uniformity of the histograms of encrypted images imply that the secure communication scheme is a promising candidate for images or other multi-media information transmission and secure communication.
